Course Outline
SC-CAP-001

Security Center CAPSS Certification Training

Code SC-CAP-001 (5.X)

Level Advanced

Duration 3 hours (self-paced video lessons and exam)
Target audience Technicians, Administrators, and IT Professionals

Genetec’s technical certification training (both SC-OTC-001 and SC-STC-001)
Genetec’s advanced technical certification (SC-ETC-001)
Genetec’s specialised technical certification (SC-SHC-001)

Prerequisites CCNA (or equivalent) is required.

Optional Courses (recommended)

e Security Center Omnicast Video Encryption (LMS based course)

e OSDP: Understanding it and setting it up (LMS based course)

Objectives To equip the participant with a deeper understanding of what is required to
ensure a Security Center system is compliant with the National Protective
Security Authority’s (NPSA) assurance program; Cyber Assurance (of) Physical
Security Systems (CAPSS):

e Basic General Security (DEP.1xx)

e Physical Security (DEP.2xx)

e Secure Configuration (DEP.3xX)

e Network Security (DEP.4xx)

e Authentication Management (DEP.5xx)
e Monitoring (DEP.6xXx)

e Cloud Services (DEP.7xx)

Certification An open-book multiple-choice exam will be available at the end of the course.
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Topic Description

Module 1: e Course introduction

Introduction e What is CAPSS?

25 mins e Genetec’s certification and documentation
e Preparation and overview
¢ Important information

Module 2: e DEP.105

Basic General Security (DEP.1xx) e DEP.106

15 mins e DEP.110

Module 3: e DEP.200

Physical Security (DEP.2xx) e DEP.201

20 mins e DEP.203
e DEP.204

Module 4: e DEP.300

Secure Configuration (DEP.3xx) e DEP.302

10 mins e DEP.303

Module 5: e DEP.401

Network Security (DEP.4xx) e DEP.402

15 mins e DEP.403
e DEP.404
e DEP.408

Module 6: e DEP.500

Authentication Management (DEP.5xx) e DEP.501

20 mins e DEP.502
e DEP.503
e DEP.506

Module 7: e DEP.600

Monitoring (DEP.6xx) o DEP.601

10 mins e DEP.602
e DEP.603
e DEP.605

Module 8: e DEP.700

Cloud Services (DEP.7xx)

5mins

Module 9: e Course wrap-up and summary

Summary

5 mins
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